Business Continuity Planning

If Hurricane Katrina had swept through your town, how would your
organization manage? If an arsonist torched one of your buildings,
who would you call first? If one of your core network servers
crashed, causing endless amounts of critical information to be lost,
would you know where to find your most current backup tapes?
Are you sure they’ll work?

Business continuity planning is vital to business success. It is how
you will determine the continuity and disaster recovery
requirements to effectively run your organization.

TrustCC uses a proven methodology for business continuity
planning based on standard industry best practices, changing
technology, and actual experiences. We will construct a working
program that identifies and integrates critical business and IT
priorities into a comprehensive continuity program. We don’t
believe in a one-size-fits all plan and will never try to sell you a
cookie-cutter product. Instead, our services are individually
designed and customized to your particular environment, noting
the size and complexity of your organization. We want you to be
satisfied and confident that your organization will continue to
prosper after a major (or minor) catastrophe.

Why Clients Buy This Service:

w Confidence: You will have confidence in your protection and
recoverability of sensitive information.

w  Complexity and Balance: Your plan will have the right
breadth and depth to match your organization’s size and
complexity and will be balanced in technical and non-technical
responses to an outage.

w  Time Well Spent: Your plan will be concise, compliant,
effective at guiding recovery efforts, and easy to maintain.

Details o f Trust CC’”s Business Col
Service;:

TrustCC provides services in three areas of a comprehensive
continuity planning program. Whether we are performing a review
of your current plan, establishing a new plan, or executing a
disaster recovery exercise for your organization, our consultants
will provide the highest level of expertise.

Business Continuity Planning Assessment
TrustCC's BCP assessment provides an independent review of

your BCP readiness. We will evaluate your backups,
recoverability, business impact analysis, strategy, planning,

Who is TrustCC?

TrustCC’s team of
professionals is unsurpassed
in hands-on experience and
regulator knowledge. We focus
our attention on detail,
insightful reporting, and our
customer’s needs.

TrustCC is known for its
systems, security, and
regulatory expertise, customer
service and independence.

TrustCC is confident that our
services will exceed your
expectations.

TrustCC professionals are
certified with the CISSP, CISM,
CISA, MCSE, MCDBA, CCNA,
CCNP, GCSC, GPCI, GSNA,
GCIH, and Security+
designations.

TrustCC is the only IT security
assessment and audit firm with
a written 100% satisfaction
guarantee on all services.
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documentation and testing procedures. At the completion of the I S
analysis we will deliver a roadmap/plan to take your BCP efforts '

to their full potential.
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Part of TrustCC’s Auditing services includes a BCP assessment; evaluating the effectiveness of business
and disaster recovery strategies. The assessment verifies that critical organization functions have been
addressed, disaster recovery procedures are in place, security issues and concerns are addressed,
alternative sites are available to sustain business continuity plans, communication plans and calling trees
have been documented and a copy of the plan is stored off-site. The assessment also verifies that the
plan includes critical systems, function, and vendors, that backups are tested regularly for the ability to
recover data, that the plan is tested annually and that organizational management is involved in and
supportive of this complex process.

BCP Tabletop Testing

TrustCC has over a dozen tabletop testing scenarios ranging from a truck crashing through a data center
to an avian bird flu pandemic. We also customize scenarios based upon an organization's unique
requirements. Our service is a low-cost way to invigorate planning efforts by putting all BCP stake
holders in a room and simulating the scenario. Tabletop testing is an exciting and effective means of
experimenting with different and what may seem like implausible scenarios. These tests are actually
quite FUN!

IT Business Continuity Planning for any Organization

TrustCC has developed numerous business continuity plans for our clients. Our plans are concise,
compliant, effective at guiding recovery efforts and easy to maintain. We do not rely on planning
software. Instead we use a streamlined template and process that ensures your plan is effective yet

manageable in size. Our service includes a business impact analysis, the creation of insightful systems
diagrams, strategy selection, documentation, and table top testing of the plan.

The TrustCC Guarantee: You will be satisfied with our services or you won'’t pay!
Contact TrustCC for a fresh perspective on IT Security and Audit!

866.290.6774 - www.trustcc.com
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