FFIEC Audits

Are you seeking a firm with deep IT audit and information systems
experience and certifications combined with strong organizational

and communication capabilities? Do you need an external auditing
firm to perform a comprehensive audit of your IT environment that
can provide a tailored and distinctive picture of your organization’s
internal control structure?

TrustCC has developed an audit plan that will help your
organization meet your compliance and internal audit needs. The
components of our audit plans are derived from programs issued
by the FFIEC and used by the FDIC for examinations.

Why Clients Buy This Service:

v You'll know where you have risk and will be able to prioritize
your security and compliance initiatives to address matters of

greatest priority. Who is TrustCC?
w  You'll know in advance of a regulatory examination your
compliance exceptions so you can address them and/or be TrustCC's team of
prepared to accept related risks. professionals is unsurpassed
w  TrustCC’s audit programs are developed in adherence with in hands-on experience and
regulatory guidance. regulatory knowledge. We
focus our attention on detail,
Details of TrustCC’s FFIEC A insightful reporting, and our
customers’ needs.
Organizations face regulatory requirements, governance TrustCC is known for its
requirements, and information systems threats like never before. systems, security, and
TrustCC understands organizations are facing the challenge of regulatory expertise, customer
these regulatory, governance and threat factors “head on” and service and independence.
approaches the evaluation of IT controls with a strong IT audit
program. Challenges with current staff limitations often create a TrustCC is the only firm in the

nation that has been
contracted by a State
Regulator to conduct IT
compliance exams.

need for an organization to seek assistance from a qualified and
independent external provider of IT audit services.

The FDIC and state regulators that examine our clients ultimately

correlate their regulations with FFIEC guidelines. Therefore, TrustCC professionals are
TrustCC has leveraged the same baseline to create audit test certified with the CISSP, CISM,
steps that similarly reflect the FFIEC Information Technology CISA, MCSE, MCDBA, CCNA,
Examination Handbook booklets. Using our comprehensive audit CCNP, GCSC, GPCI, GSNA,
program we will mix and match our audit steps according to the GCIH, and Security+

needs of your organization. designations.

FFIEC Guidelines TrustCC is the only IT security

assessment and audit firm with
a written 100% satisfaction

The following summaries are taken from the FFIEC Handbook guarantee on all services.

Executive Summary.
The Audit Booklet: Provides guidance on the risk-based IT ( \
audit practices of financial institutions and technology service I -
providers, incorporating changes to the audit process brought .
about by GLBA and SOX404.
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The Business Continuity Planning Booklet: Provides guidance and examination procedures to assist
examiners in evaluating financial institutions and service provider risk management processes to ensure
the availability of critical financial services.

The Development and Acquisition Booklet: Provides guidance on development, acquisition, and
maintenance projects; project risks; and project management techniques. The booklet emphasizes the
use of standardized policies, detailed plans, and well-structured project management techniques.

The E-Banking Booklet: Provides guidance on risks and risk management practices applicable to a
financial institution’s e-banking activities.

The FedLine® Booklet: Provides guidance on the appropriate control considerations for financial
institutions using the Federal Reserve’s Fedline® application.

The Information Security Booklet: Provides guidance for examiners and financial institutions to use in
identifying information security risks and evaluating the adequacy of controls and applicable risk
management practices of financial institutions.

The Management Booklet: Provides guidance on the risks and risk management practices applicable to
financial institution’s information technology activities.

The Operations Booklet: Provides guidance on the risks and risk management practices applicable to
financial institution’s technology operations.

The Outsourcing Technology Services Booklet: Provides guidance on the risks and risk management
practices applicable to financial institution’s outsourcing IT activities, including service provider selection,
contract issues, and ongoing monitoring of the relationship.

The Retail Payment Systems Booklet: Provides guidance on the risks and risk management practices
applicable to financial institution’s retail payment systems activities, including checks, card-based
electronic payments, and other electronic payment media such as person-to-person, Electronic Benefits
Transfer, and the Automated Clearinghouse.

The Supervision of Technology Service Providers Booklet: Covers the supervision and examination
of services performed for financial institutions by technology service providers, outlining the agencies’
risk-based supervision approach and the examination rating used for technology service providers.

The Wholesale Payment Systems Booklet: Provides guidance on the risks and risk management

practices applicable to financial institution’s wholesale payment systems activities, including interbank
and intrabank payments, messaging, and securities settlement systems.

The TrustCC Guarantee: You will be satisfied with our services or you won'’t pay!
Contact TrustCC for a fresh perspective on IT Security and Audit!

866.290.6774 - www.trustcc.com
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