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 GLBA Compliance  

Are you worried that examiners might find multiple reasons to fine 
your bank or credit union for non-compliance with GLBA 
requirements? Wouldn’t you rather know before an examination 
that your organization has the proper controls in place to keep 
your information secure, avoiding any fines and possible 

embarrassments?  

TrustCC provides banks and credit unions with targeted and 
scalable IT compliance assessment services designed specifically 
to achieve GLBA compliance. The TrustCC GLBA Compliance 
service takes the typical security assessment one step further by 
evaluating compliance with the administrative and physical control 
provisions of a regulation.  

TrustCC’s Gramm Leach Bliley Act Compliance service is 
customized for your particular regulatory environment. For 
example, if the FDIC or a State agency is your primary regulator, 
your assessment could be specifically designed around the FDIC's 
exam process and exam documents. In this example the 
compliance assessment could be based upon the FDIC IT 
Officer's Questionnaire (which includes GLBA compliance) and the 
Tier One procedures from select FFIEC IT Examination Booklets.  

Why Clients Buy This Service: 

 Know Your Risks:  You'll know where you have risk and will 

be able to prioritize your security and compliance initiatives to 
address matters of greatest priority. 

 Know your Compliance Profile:  You'll know your 

compliance exceptions in advance of a regulatory examination 
so you can address them and/or be prepared to accept related 
risks.  

 Experience: You can be assured that the TrustCC team is 

competent and experienced in the services we provide.  

Details of TrustCCôs GLBA Compliance Service:  

TrustCC’s GLBA Compliance services help financial institutions to 
meet many key security guidelines detailed in the GLBA 
Safeguards Rule at 12 CFR Part 30, Appendix B.  Our procedures 
are derived from best practice and interagency guidance.  As part 
of any IT Audit performed by TrustCC, the following modules are 
defined to follow FFIEC guidelines and meet regulatory 
requirements: 
 
 Past Findings and Responses: Perform a review of past 

audit and examination findings.  Determine if audit findings are 
resolved in accordance with management commitments; 

Who is TrustCC? 
 
TrustCC’s team of 
professionals is unsurpassed 
in hands-on experience and 
regulatory knowledge. We 
focus our attention on detail, 
insightful reporting, and our 
customers’ needs.  
 
TrustCC is known for its 
systems, security, and 
regulatory expertise, customer 
service and independence.  
 
TrustCC is the only firm in the 
nation that has been 
contracted by a State 
Regulator to conduct IT 
compliance exams.  
 
TrustCC professionals are 
certified with the CISSP, CISM, 
CISA, MCSE, MCDBA, CCNA, 
CCNP, GCSC, GPCI, GSNA, 
GCIH, and Security+ 
designations.  
 
TrustCC is the only IT security 
assessment and audit firm with 
a written 100% satisfaction 
guarantee on all services. 
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 IT Management and Oversight:  Evaluate management and Board oversight of information systems 
functions.  Determine the level of management and oversight of; 

 Organizational Structure 

 Strategy and Planning 

 Risk Management 

 IT Policies and Procedures 

 Insurance 

 Information Security: Evaluate information security program and policy documents for compliance 

with regulations, inclusion of best practices and appropriate internal control of; 

 Security Policies 

 Authentication and Access Controls 

 Network Security 

 Host Security 

 User Equipment Security (i.e. Workstations, Laptops, Handhelds) 

 Physical Security 

 Application Security 

 Data Security 

 IT Development and Acquisition: Evaluate planning, testing, and implementation of change for 

both in house and commercial solutions.  Determine if there are controls in place over changes made 
to the production environment, including; 

 Project Standards, Methodologies and Practices 

 Change Management Controls 

 Testing Standards 

 Patch Management Standards and Controls 

 Documentation Controls 

 End-User Involvement  

 IT Operations: Determine the extent of controls in place surrounding the operating environment, 
including; 

 Performance Management and Capacity Planning 

 Process Monitoring 

 Data Storage and Backup 

 Environmental Controls 

 Media Destruction 

 Imaging 

 Item Processing 

 Problem Management 

 Business Continuity: Evaluate the effectiveness business and disaster recovery strategies, 

including; 

 Business Impact Analysis 

 Documented Plans: Bank-wide and IT 

 Alternative Processing Capabilities  

 Outsourced Activities 

 Testing 

 Recovery 

 Security 
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 IT Vendor Management: Evaluate vendor contracts and controls to ensure compliance with 

regulations and security practices of the Bank.  Determine the strength of the vendor management 
process, including; 

 Policies and Procedures 

 Risk Management 

 Requirements Definition and Due Diligence 

 Service Contracts  

 Relationship Monitoring 

 Gramm-Leach Bliley (GLBA) IT Compliance: Evaluate compliance with customer information 

security risk assessment and test of key controls regulations; 

 Risk Assessment 

 Data Classification 

 Incident Response Program 

 Customer Notification 

 Business Applications (Core Banking, E-Banking, Fedline): Assess the effectiveness of 
application controls, including; 

 Data processing - Review data sources imported into financial systems are processed 
timely and completely; 

 Application security - Evaluate security related controls to ensure that they comply with 
corporate information policies and best practice; 

 Access Request Process - Assess the effectiveness of access request and authorization 
procedures; 

 Segregation of duties - Evaluate user roles to ensure that access restrictions are enforced 
to only allow access for specific business functions. 

Why Choose TrustCC?  

TrustCC has been the only state-approved Regulator and Information Systems Examiner in the nation for 
financial institutions. Our clients are provided clear guidance and operationally viable solutions to meet 
their GLBA compliance goals and mitigate their organization’s information security, and business 
continuity risks. Our testing, security auditing, and information security assessments result in cost 
effective and operationally viable recommendations to secure customer data and ensure GLBA 
compliance. 

 
 
 
 
 

 
 

The TrustCC Guarantee:  You will be satisfied with our services or you won’t pay! 

 
Contact TrustCC for a fresh perspective on IT Security and Audit! 

 
866.290.6774 - www.trustcc.com 


