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 HIPAA Diagnostic and Treatment Plan  

The healthcare industry has undergone a dramatic shift in the way 
it must handle patient records. The Health Insurance Portability 
and Accountability Act of 1996 (HIPAA) strongly regulates how 

patient information may be used and when and how patient 
information may be shared with partners. While most healthcare 
organizations had compliance initiatives in 2003 and 2004 to 
ensure compliance with HIPAA, many organizations have not 
continued to focus on ongoing HIPAA compliance.  

TrustCC’s unique HIPAA Compliance Assessment is specifically 
designed for Healthcare organizations. The HIPAA Compliance 
Assessment offering has been scaled to serve the HIPAA security 
needs of mid-size to large healthcare clinics, hospitals, insurance 
companies, and large academic and research healthcare facilities.  

Why Clients Buy This Service:  

 Know Your Risks: You’ll be able to prioritize your security 
initiatives according to your risks and thereby more efficiently 
reduce the likelihood of a security breach. 

 Demonstrate Your controls: You’ll now the effectiveness of 

your controls or the need to invest more resources to protect 
sensitive information.  

 Comply with Regulations: Our assessments are designed to 

meet HIPAA requirements to test and evaluate key controls.  

Details of TrustCC’s HIPAA Compliance Service: 

TrustCC’s HIPAA Compliance Assessment 

TrustCC’s system auditors test and evaluate information security 
specifically related to the confidentiality and protection of patient 
information. The HIPAA compliance offering has been scaled to 
serve the HIPAA security needs of mid-size to large healthcare 
clinics, hospitals, insurance companies, and large academic and 

research healthcare facilities.  

TrustCC approaches the HIPAA Security Rule using a multi-

faceted strategy. The strategy includes:  

 A review of written policies, standards and procedures,  

 Inquiry and observation of security controls, and  

 Testing to determine if controls are effective at reducing 

security risks.  

The TrustCC approach is based on experience in assisting other 
healthcare organizations meet similar objectives. And while all 
covered entities have the same challenges, the assistance needed 
to address the HIPAA Security Rule varies from organization to 

organization. 

 

Who is TrustCC? 
 
TrustCC’s team of 
professionals is unsurpassed 
in hands-on experience and 
regulatory knowledge. We 
focus our attention on detail, 
insightful reporting, and our 
customers’ needs. 
 
Our assessment methodology 
provides assurance that 
controls are appropriately 
tested and results are reported 
independently.  
 
TrustCC is confident that our 
services will exceed your 
expectations.  
 
TrustCC professionals are 
certified with the CISSP, CISM, 
CISA, MCSE, MCDBA, CCNA, 
CCNP, GCSC, GPCI, GSNA, 
GCIH, and Security+ 
designations.  
 
TrustCC is the only IT security 
assessment and audit firm with 
a written 100% satisfaction 
guarantee on all services. 
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TrustCC’s HIPAA Compliance Assessment Approach 

Planning and Coordination 

Careful analysis, planning and coordination will ensure the project achieves the desired results and 
provides your organization with the information required to mitigate security and compliance risks.  
TrustCC will: 

 Collaborate with your organization’s HIPAA Program Office to define and schedule the specific 
actionable tasks to be performed in the review. 

 Conduct sampling of departments and systems to determine which will be evaluated in this audit 
using both weighted and haphazard sampling techniques. 

 Determine which resources are required to support each task. 

 Schedule resources to be available and plan communications that will achieve the desired 
results. 

 Create a project plan, complete with resource requirements, dependencies, milestones etc. 

 Conduct weekly status meetings and provide weekly project reporting to your organization’s 
HIPAA Program Office. 

Administrative Safeguard Compliance Analysis 

TrustCC will conduct a comprehensive and detailed analysis of the security policies and procedures in 
place to meet HIPAA security requirements over ePHI.  TrustCC can: 

 Compare and contrast all of your organization’s information security policies and standards to 
HIPAA security standards and implementation specifications. 

 Review your organization’s plans for strengthening the security program and consider these plans 
in all recommendations. 

Technical and Physical Safeguard Compliance Testing 

Compliance testing will include inquiry, observation, tool based and manual audit techniques.  It will also 
include analysis of physical, administrative and technical safeguards necessary to achieve HIPAA 
security compliance.  TrustCC can perform: 

 External Vulnerability Testing: Evaluate network, system, and application vulnerabilities from 
the Internet. Evaluate the frequency of vulnerabilities, the ease or probability of exploiting 
vulnerabilities, and the relative impact on business.  

 Internal Penetration and Vulnerability Testing: Conduct network scanning from inside your 
organization’s network to determine whether servers and a sample of workstations are vulnerable 
to logical attacks. Conduct “penetration tests” to hopes to find ePHI and other sensitive data 
regardless of where it resides on the network.  

 Architecture and Configuration Analysis: Identify and review technical and other security 
controls (e.g., firewalls, intrusion detection systems, anti-virus tools, token-based authentication, 
etc.) in relation to industry best practices and evaluate for effectiveness and applicability to 
reducing risk to the business. Review the security architecture to assess current network security 
measures, comparing your organization to industry best practices.  

 Application Security Analysis: Review the security architecture and configuration of key 

applications which create, process, or store ePHI.  
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 Physical Security Analysis: Evaluate physical security practices in place to protect access to 

you organization’s systems, networks and ePHI. Attempts to breach physical security will be 
combined with an “informed” tour of you organization facilitated by physical security personnel.  

 Social Engineering: No matter how strong your perimeter and internal security is, the 

effectiveness of these security measures can be undermined using social engineering practices. 
“Social Engineering” is a hacker technique using persuasion and/or deception to gain access to 
information systems. It is typically performed using telephone or email or by masquerading as IT 
personnel.   

 Survey of Physical and Administrative Control of ePHI: TrustCC will evaluate the physical 
security controls designed to protect systems, computing hardware, wiring, electronic media and 
IT personnel. We will emphasize an analysis of measures taken to address the information 
security rule and specifically any physical security deficiencies identified in previous 
assessments. TrustCC will also evaluate your organization’s policies, standards, and practices 
and will report significant gaps between the HIPAA standards and your organization’s policies 
and practices.  

 Survey of Privacy Policies: TrustCC will review you organization’s HIPAA privacy policies to 
determine compliance with the HIPAA regulations. On-site interviews will be conducted with key 
personnel to determine the level of compliance with regulations and with internal policies.  

 Business Continuity Plan Evaluation: The objective of the BCP evaluation is to determine the 
quality and effectiveness of your organization’s business continuity planning process. Our 
procedures can be adapted to assess the adequacy of the business continuity planning process 
on an enterprise-wide basis or across a particular line of business. 

 

 

 

The TrustCC Guarantee:  You will be satisfied with our services or you won’t pay! 

 
Contact TrustCC for a fresh perspective on IT Security and Audit! 

 
866.290.6774 - www.trustcc.com 

 

http://www.trustcc.com/

