IT Audit

Auditors are not typically the people you want to see
wandering through the halls of your office. TrustCC auditors
are different. We're not here to fine you or to get you in trouble.
Our goal is to scour your information security controls and
identify weaknesses to help protect you from those that will
cause trouble — attackers, forgetful or disgruntled employees,
and yes, regulators.

TrustCC has developed several different audit plans to help
your organization meet its compliance and internal audit goals.
Our Information Technology Audits cover a broad range of
areas including, but not limited to, systems and applications,
information processing facilities, development and change
control, management of IT and enterprise architecture, and
client/server operations.

Why Clients Buy This Service:

v You'll understand your areas of risk and will be able to
prioritize your risk management initiatives to address
matters of greatest priority.

v  Our reports will show you where you are and where you
are not compliant with your regulatory environment,
whether it is GLBA, HIPAA, SOX 404, PCI DSS, or others.

v At the committee's directions and as the "eyes and ears" of
the Board, TrustCC endeavors to perform audits that are
distinctive from those performed by our competitors.
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IT Audits are often performed by request of the
Audit/Supervisory Committee as they fulfill their responsibility
to ensure effective controls and compliance with regulations.

With TrustCC your IT audits are:

W performed by personnel with specific technical
experience in the technology used by your organization

w performed by personnel with competence in areas
specific to your regulatory environment

 scaled to address the appropriate level of control for the
size and complexity of your organization

TrustCC audit procedures can be scoped similar to exam
procedures established by regulatory agencies such as the
FFIEC, EDIC, FRB, OCC, OTS, and NCUA. Audits can also
be customized to the specific requirements of a client and

Who is TrustCC?

TrustCC’s team of
professionals is unsurpassed
in hands-on experience and
regulatory knowledge. We
focus our attention on detail,
insightful reporting, and our
customers’ needs.

TrustCC is known for its
systems, security, and
regulatory expertise, customer
service and independence.

We are confident that our
services will exceed your
expectations.

TrustCC professionals are
certified with the CISSP, CISM,
CISA, MCSE, MCDBA, CCNA,
CCNP, GCSC, GPCI, GSNA,
GCIH, and Security+
designations.

TrustCC is the only IT security
assessment and audit firm with
a written 100% satisfaction
guarantee on all services.

(N
follow industry standard frameworks such as COBIT, COSO i
and 1SO17799. TrustCC audit procedures are always " o

designed to eliminate redundant testing and minimize the

requirement of your staff’s valuable time.
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Choose our IT Audit service if you or your company want to test specific IT controls related to:

Change Management

Systems Development (SDLC)

Problem Management

IT Operations

Access Rights and Segregation of Duties
Network, Application and Data Security
Vendor Management

Physical Security and Environmental Controls
Policies and Procedures

Business Continuity Planning (BCP)

IT Strategies and Planning

Electronic Banking
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IT Audit Presentation to Board/Management

Many of our clients have very specific IT auditing needs driven by Management and Board-level
concerns. TrustCC specializes in customized IT audit programs governed by a wide-range of regulatory
bodies. From evaluating systems conversion readiness to identifying critical information security risks to
ensuring regulatory compliance, TrustCC’s IT audits are designed to ensure confidence. Wherever there
is Management or Board concern, we can help by performing an IT audit catered to your needs and
presenting our findings to Management and/or the Board of Directors.

Sarbanes-Oxley Section 404 Audit (SOX404 Audit)

Many organizations are turning to TrustCC to analyze SOX404 key controls and testing procedures using
a risk-based approach that results in more efficient SOX404 activities. We supply IT audit and technology
expertise that few public accounting firms can deliver using their leveraged model of inexperienced and

experienced staff. Our team of skilled IT auditors will work with your public accounting firm requirements
to provide a level of testing needed for compliance.

FFIEC Audit

For our banking clients, TrustCC has developed a comprehensive audit program in adherence with the
FFIEC Information Technology Examination Handbook booklets. The FDIC and state regulators that
examine our clients ultimately correlate their regulations with FFIEC guidelines. Therefore, we have
leveraged the same baseline to create audit test steps that similarly reflect the FFIEC booklets. .

The TrustCC Guarantee: You will be satisfied with our services or you won'’t pay!
Contact TrustCC for a fresh perspective on IT Security and Audit!

866.290.6774 - www.trustcc.com
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