IT Security and Compliance Training

Security awareness and compliance training is an integral aspect
of information security and must be performed to ensure
employees understand the implications of inadequate information
security practices, their individual responsibility for information
security and that your organization is legally protected from their
actions. If you have limited resources to spend on security, spend
it on training! You will never regret it.

TrustCC's IT Security and Compliance Training program focuses
on developing awareness in all employees that your company may
be under attack at any time. The program will assist your
organization in creating a more secure environment by developing
a security awareness training course that is customized for you.

Why Clients Buy This Service:

. Employee Awareness: You will be able to confidently say

your employees have no reason NOT to know. Who is TrustCC?
 Confidence: You will have confidence in your protection of

sensitive information. Trust CC’s team
 Time and Effort: Developing and maintaining an effective professionals is unsurpassed

security awareness training program is considerably easier in hands-on experience and

regulatory knowledge. We

focus our attention on detail,

. . ) insightful reporting, and our
Details of TrustCC’s IT Security and Compliance c ugs t o r?]e rgs | e

Training Service:

when given a strong starting point.

TrustCC is known for its

Developing your own IT security awareness and compliance systems, security, and
trainingmat eri als is a complex and ¢ ;‘Z?Silgéogﬁg?ﬁ;é“Zi'd‘;ﬁ‘gmer
done the majority of the work and our training processes, and P :

materials have been implemented at multiple organizations. We are confident that our

services will exceed your

TrustCC has worked with many audiences in our IT security and expectations.

compliance training programs and understands that different

messages need to be conveyed for each. Whether you need TrustCC professionals are
training for all employees, managers, IT department, Incident certified with the CISSP, CISM,
Response Team, Business Continuity Planning Team or Board CISA, MCSE, MCDBA, CCNA,
committee, TrustCC will customize our program to fit your unique CCNP, GCSC, GPCI, GSNA,

GCIH, and Security+

needs. e
designations.

IT Security and Compliance Training Materials TrustCC is the only IT security

A ful . . i buil assessment and audit firm with
successful security awareness training program is built to N e e e e e

accomplish several goals: guarantee on all services.

L  Avoid and detect violations by employees that could lead to
legal liability for your organization

L Create a more hospitable and respectful workplace f \I
.  Make IT Security and Compliance Training fun and I R '-S‘I.C‘ :
entertaining!
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Presentations

Sometimes it takes a person from outside an organization to deliver the IT security and compliance

message to employees. TrustCC is confident that our presentation topics and motivation techniques will
successfully build your organizaton” s security awareness. We under s ar
stock presentations you can easily find on the Internet and customized presentations created with your

organization in mind. Whether you need us to brief your Board of Directors on their responsibilities,

present to your Information Security Committee new training ideas, present to your entire organization, or

simply provide you with an effective program, TrustCC has the tools you need.

Handouts

A successful IT Security and Compliance Training program might include handouts for your employees

to take to their own space and have available whenever they need it. We can develop tri-fold brochures

that cover a wide range of security awar pastevslavet opi c
offered our clients custom mouse pads. Help us be creative in order to suit the needs of your company

best.

Posters

TrustCC has created multiple security awareness posters on topics relating to securing customer
information, social engineering practices and others. We have spent the time to create motivating and
visually appealing posters that will hopefully spark the interest of your employees as they walk by. The
posters can be hung throughout your building in professional looking glass frames or simply tacked to an
employee bulletin board.

Why You Need Security and Compliance Training

TrustCC recommends incorporating a security awareness training program that will assist an
organization in creating a more secure environment. Security awareness training includes training
employees upon hiring as well as throughout the life of their employment. Training methods encompass
properly written policies, training meetings, seminars, and other communication, and assessments of
employee understanding. The program should incorporate training tactics that we have seen to be
successful such as:

 Fear, Uncertainty, and Doubt (FUD) which employs the use of recent news articles describing
security breaches.

L An employee rewards program specific to security.

Use of metrics to show success — be careful with metrics, an increase in reported incidents means
that your program is working and staff members are being more observant and diligent about
security. It does not necessarily mean that the number of incidents is increasing — only that more
incidents are being detected.

 Periodic newsletters such as tips and tricks for protecting your children on the Internet, home internet
security, identity theft, etc. Relating security to an aspect the individual understands and values can
create a more vigilant workforce.

W Security related videos.

The TrustCC Guarantee: You wi | | be satisfied with our ser
Contact TrustCC for a fresh perspective on IT Security and Audit!

866.290.6774 - www.trustcc.com

Page 2 of 2


http://www.trustcc.com/

