Incident Response Planning

When TJ MAXXe experienced their recent data breach the
company was forced to activate their incident response plan.
Incident handling is often performed in a highly stressful
environment and requires quick thinking, a calm presence, and
well-designed plans. Without proper preparation, network and
information security emergency response may not be effectively
accomplished.

In a world increasingly reliant on technology, losing information
through broken or lost backup tapes, a disgruntled employee, a
hacked network, or by simply misplacing it is almost inevitable. An
incident response plan is the best way management can prepare
for such a disaster.
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A well defined Incident Response Plan establishes policies and procedures for responding to security
incidents on organizational information systems that includes adequate preparation, detection, analysis,
containment, recovery, and user response activities. The plan tracks, documents, and reports incidents
to appropriate organizational officials and/or authorities, and ensures that customer complaints and
disputes about data privacy are appropriately addressed.

Developing a Plan

TrustCC will assist your organization in developing a comprehensive Computer Security Incident
Response Plan that aligns with GLBA and other government/industry requirements. We have developed
numerous Computer Security Incident Response Plans for our clients and do not rely on planning
software; instead we use a streamlined template that ensures your plan is effective yet manageable in
size. Our plans are concise, compliant, effective at guiding recovery efforts and easy to maintain.

Tr ust CC’'whengreatiny 8 customized plan for you is that your plan:

Confirms or dispels whether an incident occurred

Promotes the accumulation of accurate information

Establishes controls for proper retrieval and handling of evidence
Protects privacy rights established by law and policy

Minimizes disruption to business and network operations

Allows for legal or civil recriminations against perpetrators
Provides accurate reports and useful recommendations
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TrustCC's Computer Security Incident Response Pl alns

1. Report an Incident — It is critical that all unusual activity or potential security matters be reported
no matter how insignificant they may seem.

2. Incident Identification — Determine whether or not a security-related incident occurred and
arbitrate the seriousness of it.

3. Notification/Escalation — Establish who, how and when notification of the incident takes place.

4. Containment and Recovery — Establish what should be done when an incident occurs.
— Assessment — How serious is the incident?

Containment — How can the damage be limited?

— Protecting Evidence — What information should be kept?

Eradication — How can the changes caused by the incident be erased?
— Recovery — How can the systems be restored and service re-established?

5. Follow Up — Document the actions taken after the incident. (i.e., root cause analysis, lessons
learned, etc.)

Tabletop Testing and Training

Tabletop testing of your Computer Security Incident Response Plan is an excellent method of training.
Before the tabletop testing begins, TrustCC will prepare a brief training packet for distribution to
appropriate IT personnel to help facilitate a concise and practical training program.

TrustCC will also provide customized tabletop testing scenarios based upon your organization's unique
requirements. Our service is a low-cost way to invigorate planning efforts by putting all key Computer
Security Incident Response Plan personnel in a room and simulating a scenario. Tabletop testing is an
exciting and effective means of experimenting with different and what may seem like implausible yet
realistic scenarios. Once finished, you will better know where your organization and your plan need
improvement. TrustCC will provide you with a written report of your test results, including
accomplishments and deficiencies.
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Incident Response Plan Testing

TrustCC will collaboratively work with your organization to test your incident response preparedness by
creating a “surprise”siitnei“diemdi deretnarwiol.l The woar e

Re s ponse eéehdi@mescalation and performance according to your already documented policies

and procedures.
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Contact TrustCC for a fresh perspective on IT Security and Audit!

866.290.6774 - www.trustcc.com
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