Information Security Risk Assessment

Has your organization created an information security risk
assessment determining the quantitative or qualitative value of
risks related to a situation or a recognized threat? Are you 100%
sure that you have covered all your bases?

Managing security risks associated with a growing reliance on
information technology is a continuing challenge. Many
organizations have struggled to find efficient ways to ensure they
fully understand the information security risks affecting their
operations and implement appropriate controls to mitigate these
risks. With over 150 organizations served, you can rest assured
that TrustCC will provide you with a customized risk assessment
that meets the needs of both your organization and regulatory
requirements.

Why Clients Buy This Service:

w  Know Your Risks: A risk assessment may be the only task
that holistically evaluates your entire control environment. It
will also provide a roadmap to help you determine where to
allocate your limited security budget.

v Comply with Regulators: Our assessments are designed to
meet the regulatory requirements to test and evaluate key
controls.

w  Time and Effort: Developing and maintaining an effective
information security risk assessment is considerably easier
when given a strong starting point.

Details of TrustCC’s Security Risk Assessment Service:

An information security risk assessment should identify reasonably
foreseeable internal and external threats to the computing
environment and appropriately address the risk and controls
associated with those threats. TrustCC has worked with countless
organizations to put into action effective information security risk
assessment practices. We have examples and case studies of
practical risk assessment procedures that will assist your
organization by referencing possible risks you may not have
thought of.

Information Security Risk Assessment Review

Maintaining a detailed information security risk assessment is a
daunting task. In a world so reliant on technology your risk profile
is constantly changing and evolving. To successfully manage risk,
risk elements within an organizat i on'’
must be identified through a well thought out information security
risk assessment.
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Who is TrustCC?

Trust CC’s team
professionals is unsurpassed
in hands-on experience and
regulatory knowledge. We
focus our attention on detail,
insightful reporting, and our
cust omer s’ need

TrustCC is known for its
systems, security, and
regulatory expertise, customer
service and independence.

We are confident that our
services will exceed your
expectations.

TrustCC professionals are
certified with the CISSP, CISM,
CISA, MCSE, MCDBA, CCNA,
CCNP, GCSC, GPCI, GSNA,
GCIH, and Security+
designations.

TrustCC is the only IT security
assessment and audit firm with
a written 100% satisfaction
guarantee on all services.
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Trust CC’s I nformation Security Risk Assessment

W Review your organization’s current informat.
redundancy, contradiction, and deficiencies.

L Validate existing controls, determining their efficacy in your environment. Provide control
recommendations for those lacking in effectiveness.

Analyze vulnerabilities and threats, determining the risk levels and stance of your organization.

L Provide you with a customized information security risk assessment, modifying your

organization’s current documenthaishasedon@ur usi ng

experiences with more than 150 other organizations. The result being a comprehensive risk
assessment based on your o,agddusinessptadticen’ s si ze

Customized Information Security Risk Assessment

Risk assessments enable organizations to understand how events can inhibit the achievement of
business objectives. The purpose of the risk assessment is to help determine the inherent and residual
risks in order to establish the level of documentation and the extent of testing that needs to be
performed.

A risk assessment requires two perspectives: impact and probability. Impact reflects the effect of events,
while probability or likelihood reflects the potential for events to occur.

When considering the impact of a risk in an organization, some factors to be included might be the
security of operations in the organization, the implementation of an unapproved change, or the
availability, maintenance or integrity (calculation accuracy, completeness, etc.) of information in a system
or application.

When considering the probability of a risk in an organization, some factors to be included might be the
volume of transactions running through, the age and the past history of issues related to, and the
complexity of the technology used in a system or application and the difference between custom in-
house programming versus off-the-shelf packages.

TrustCC's information security risk assessment methodologies are fully customized to meet the needs of
your organization. Our sample matrices help facilitate the implementation of the risk assessment policy
and the prioritization of controls in your organization. Our information security risk assessment:

1 |dentifies threat possibilities relating to physical, administrative, and technical security specifically
in operations, network and system controls, and software development controls.

. Determines the likelihood of the risk appearing in your organization as well as the impact of the
ri sk on your organization’'s operations.

Defines the controls put in place to avoid the risk.
 Decides whether the risk is acceptable or needs to be further addressed.

The TrustCC Guarantee: You wi | | be satisfied with our

Contact TrustCC for a fresh perspective on IT Security and Audit!

866.290.6774 - www.trustcc.com

Page 2 of 2

Re vi

or

S

S

on

co

er



