Mainframe Security

Does your company rely on mainframe transaction processing? Do
you have auditors or security professionals with the required
experience to evaluate your controls? Is regulatory scrutiny
requiring you to certify the effectiveness of your mainframe
controls?

Experienced mainframe security and audit professionals are
increasingly scarce. Fortunately TrustCC has personnel with over
20 years of experience designing, configuring and deploying
mainframe (zOS and MVS) security controls using RACF, CA-Top
Secret and CA-Examine.

TrustCC is also competent performing security analysis and
auditing of AS/400 environments.

How You Benefit:

w  Know the risks associated with your zOS and AS/400 operating
systems configuration.

L Design and deploy zOS or AS/400 security improvements.

W Supplement existing staff expertise with additional mainframe
security and audit experience.

w Perform testing of key controls over financial reporting in
support of SOX controls testing.

Details of TrustCC’s Mainframe Security Service:
Mainframe Security Audit

Trust CC's Mainframe Security AL
assessment and planning in order to determine the appropriate

audit scope for your organization. The service is designed to audit
within the following areas:

W  Security administration within the mainframe and distributed
network environments including a review of policies,
procedures, training, and overall responsibilities.

L  Mainframe RACF and operating system security review
including configuration, installation options and reporting.

L  Network operating system security review including
configuration analysis, and system monitoring.

W Physical security review including access and environmental
controls of mainframe and distributed data centers.

Who is TrustCC?

Trust CC’s team
professionals is unsurpassed
in hands-on experience and
regulatory knowledge. We
focus our attention on detail,
insightful reporting, and our
cust omer s’ need

TrustCC is known for its
systems, security, and
regulatory expertise, customer
service and independence.

We are confident that our
services will exceed your
expectations.

TrustCC professionals are
certified with the CISSP, CISM,
CISA, MCSE, MCDBA, CCNA,
CCNP, GCSC, GPCI, GSNA,
GCIH, and Security+
designations.

TrustCC is the only IT security
assessment and audit firm with
a written 100% satisfaction
guarantee on all services.
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soundness of you organization’

the mainframe and distributed network environments.
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Where trust is key



Trust CC’s typical audit approach for a
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Mainframe systems configuration including Ipar configuration and management
Operating system parameters and ipl sequence

System exits and their impact on systems security

System SVCs and Program PropertiesTable entries

System library access for APF and Linklist libraries

System Console physical security

RACF and Top Secret installation, update and change management procedures
RACF and Top Secret options and configuration

RACF and Top Secret Administration procedures

RACF and Top Secret resource definitions and application security interfaces
The use of generic user accounts for batch jobs and started tasks
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RACF database, Top Secret database and SMF file access permissions and restrictions

RACF, Top Secret, and SMF logging and log review
RACF, Top Secret Backup and Emergency Procedures

The TrustCC Guarantee: You wi | | be satisfied

Contact TrustCC for a fresh perspective on IT Security and Audit!

866.290.6774 - www.trustcc.com

with our
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http://www.trustcc.com/

