PCI DSS Security Preparedness

Information security controls at service providers, merchants and
retailers have come under increased scrutiny in light of recent high
profile compromises of customer data. Such compromises are
requiring these organizations to examine existing controls and
business processes in order to protect reputation, consumer
confidence, and competitive advantage. Additionally, compliance
to the Payment Card Industry Data Security Standard presents a
financial risk to an organization including risk of non-compliance
that may be realized through fines, higher interchange rates or
potential legal action against the organization.

At TrustCC, our goal is to assist companies in the credit card
industry to comply with the Payment Card Industry Data Security
Standards, preparing them for certification and minimizing the
chance of compromise and related fines. TrustCC tests against
PCI Data Security Standards’ 12 major requirements for validation
and certification within our PCI Security Preparedness Service.

Why Clients Buy This Service:

v Know Your Compliance Profile: You'll know before a QSA
audit where your company stands and have a chance to avoid
costly fines.

w  Demonstrate Your Controls: You'll know that your security
controls are implemented correctly, operating as intended and
producing their desired outcome.

w Avoid A Lawsuit: You will have confidence that your company
has implemented appropriate controls to avoid a breach of |
your customer’s information. ‘

Details of TrustCC’'s PCI DSS
Although TrustCC has not paid the hefty fees to become a “Visa
Qualified Security Assessor Company”, we are qualified to assist
companies in the credit card industry with meeting the stringent
requirements of the Payment Card Industry Data Security
Standards. Our expert team of consultants will help you prepare

for certification and decrease the chances of hefty fines.

Over 100 million people have become victims of the mishandling
of their personal and private information. The number of identity
theft incidents is staggering and the people committing these
crimes are increasingly well organized. As a result, the credit card
industry is taking steps to ensure better protection of credit card
data.

Who is TrustCC?

TrustCC’s team of
professionals is unsurpassed
in hands-on experience and
regulatory knowledge. We
focus our attention on detail,
insightful reporting, and our
customers’ needs.

TrustCC is known for its
systems, security, and
regulatory expertise, customer
service and independence.

We are confident that our
services will exceed your
expectations.

TrustCC professionals are
certified with the CISSP, CISM,
CISA, MCSE, MCDBA, CCNA,
CCNP, CCSA, and Security+
designations.

TrustCC is the only IT security
assessment and audit firm with
a written 100% satisfaction
guarantee on all services.
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Credit card merchants and service providers who process, store, or transmit cardholder data are
responsible for establishing internal and external security controls or they will face fines and expulsion,
as mandated by the Payment Card Industry (PCI) Data Security Standard and/or Card Holder
Information Security Plan (CISP). TrustCC helps companies comply with the standards and prepare for
certification. The PCI standard addresses building a secure network, protecting cardholder data,
maintaining a vulnerability management program, implementing strong access control, regularly
monitoring and testing networks, and maintaining an information security policy. TrustCC has the ability
to evaluate compliance gaps, make recommendations for closing the gaps, and provide volumes of
policy content and practice samples to achieve compliance.

PCI Compliance Review Scope and Approach

TrustCC’s procedures provide a comprehensive review for a price that is reasonable. Our engineers are
experienced and certified in the design, implementation, and management of many of the technologies
used by your organization. Our audit, scanning, and assessment procedures will undoubtedly uncover
issues and we will work with your staff to resolve those issues until scanning results show no major
weaknesses.

Audit Procedures

The PCI Security Standards Council has developed very specific testing procedures to validate PCI
compliance. TrustCC will use the pre-defined audit procedures to measure compliance and provide
recommendations where appropriate. Automated and manual tools will be used during the audit process
to validate results. The following requirements will be audited:
v Build and Maintain a Secure Network
A Install and maintain a firewall configuration to protect cardholder data
A Do not use vendor-supplied defaults for passwords or other security parameters

u Protect Cardholder Data
A Protect stored cardholder data
A Encrypt transmission of cardholder data

v Vulnerability Management
A Use and regularly update anti-virus software
A Develop and maintain secure systems and applications

v Implement Strong Access Control Measures
A Restrict access to cardholder data by business need-to-know
A Assign unique user-IDs to each person with computer access
A Restrict physical access to cardholder data
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Regularly Monitor and Test Networks
A Regularly test security systems and processes

v Maintain an Information Security Policy
A Maintain a policy that addresses information security for employees and contractors

Should your organization have audit findings related to PCI compliance, TrustCC will make
recommendations for addressing the findings that are specific to your environment. Approximately 90
days after the completion of the initial audit procedures, TrustCC can re-perform audit procedures related
to audit findings that are resolved within the time period.

External Scanning

TrustCC will scan externally connected IP addresses for vulnerabilities in accordance with the PCI
scanning procedures established by the PCI Security Standards Council. TrustCC’s actions will identify
target devices on the Internet, identify vulnerabilities with the various public devices, and attempt to
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penetrate the network from the Internet, using both manual and automated hacking techniques.
TrustCC’s methodology includes:
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Reconnaissance: searching numerous public sources for information that could help an attacker.
Service Availability: identifying services and service versions.

Vulnerability Assessment: attempting to evade and penetrate your perimeter network.

Manual Testing: based on the results of the service availability analysis and vulnerability
assessment, targeted, manual procedures are employed to verify and exploit any issues identified.
v Remediation: TrustCC will work directly with your organization to resolve any medium and high risk
vulnerabilities identified during the analysis.
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Internal Scanning

Many of the recorded breaches of card holder information have been carried out by internal employees
who already have access to a network and critical systems. TrustCC will use internal audit and scanning
procedures while onsite with direct access to your organization’s facilities in order to simulate the ability
of a typical hacker or the malicious intentions of a disgruntled employee. We will perform controlled
penetration tests of your internal network during which we will attempt to gain access to network devices,
applications, databases, and other critical servers from the internal network. Our methodology includes:

u Reconnaissance: browsing to identify any information on the network that is available to non-
authenticated users.

u Low Hanging Fruit: attempting to gain access by simply guessing usernames and passwords.

Service Availability: scanning internal networks for listening services, evaluating the output for

potentially vulnerable services.

v Vulnerability Assessment: identifying potential vulnerabilities within the internal systems and
network devices.

v Manual Testing: results from the vulnerability assessment are tested and verified through manual
procedures and service specific tools, utilities, and scripts.

v Remediation: TrustCC will work directly with your organization to remediate medium and high risk
issues.
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Controls Development
Implementing strong access controls is one of the most important and most difficult aspects of remaining
compliant. TrustCC will work with your organization to develop and implement any missing policies that

address your information security and give recommendations for improvement of your current policies,
standards, and procedures.

The TrustCC Guarantee: You will be satisfied with our services or you won'’t pay!
Contact TrustCC for a fresh perspective on IT Security and Audit!

866.290.6774 - www.trustcc.com
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http://www.trustcc.com/

