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U Introduction
—
A Presenters
A Brian Morkerti President, TrustCC
A Khassan Naourjanov i Senior Network Security

Consultant
A Josh Landers i Network Security Consultant

A Certifications
A CISA, CISSP, MCSE, MCDBA, CCNP, GCSC, GSNA,
GPCI, Security+

A Experience
A Over 35 years combined experience in network design,
Implementation, and management, penetration and
vulnerability testing, and IT Auditing.
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U Attack Simulations
e

A Simulated Attack Scenarios
A Wireless Access Point i WEP/WPA2 encryption attack
A Cisco Router i Weak SNMP community string attack
A Windows 2003 Server i Missing application security
patch attack.

A Assessment Tools
A Wireless AP Attack i Backtrack 3, Airmon, Airodump,
Aireplay, and Aircrack
A Router Attack i SolarWinds
A Server Attack i Nessus, Metasploit
A All tools freely available online
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U Scenario 117 WEP/WPA Attack

-—
A Attack on WEP/WPA encryption protocols
A WEP 7 Wired Equivalent Protocol

A 1EEE 802.11 standard for securing wireless networks

A Easy-to-decipher encryption algorithm
A Uses either a 40-bit or 104-bit encryption key and a 24-bit initialization

vector
A Maximum 128-bit encryption scheme

A WPA'T Wi-Fi Protected Access
A Superseded WEP as the | EEE6s standard f

A Uses both 128-bit and 256-bit encryption schemes
A Uses a PSK, a 128-bit encryption key, and a 48-bit initialization vector

A Maximum 176-bit encryption scheme

A WPA2 i Wi-Fi Protected Access 2

Built upon the WPA standard with increased security using the AES
encryption standard, CCMP, TKIP, EAL, and PSK

A No known compromises to date
A Oops, we take that back. We have been able to crack a dictionary-based

WPA2 passkey.
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U Scenario 17 WEP/WPA Attack
po oy, e e
A Terminology

A
A

A

Packet 1 A block of data transmitted over a network.

Encryption Scheme T the specific encryption algorithm (e.g., RC4,
RSA, AES) used to secure data transmission.

IV (Initialization Vector) T a continuously changing number used in
combination with a secret key to encrypt data. IVs prevent identical
sequences of cipher text from being produced.

ARP (Address Resolution Protocol) T a protocol used in the
communication between clients and nodes (in our case access points).
Clients send an ARP request to the node and the node replies with its
physical address.

PSK (Pre-shared Key) T a shared secret between two parties using a
secure channel (e.g., a passphrase used to logon to a wireless network)
TKIP (Temporal Key Integrity Protocol) i a protocol used to ensure
that each packet is sent with its own encryption key.
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- Scenario 117 WEP/WPA Attack

—

A Target: Wireless Access Point configured with WEP/WPA2
encryption

A Goal: Gain access to the wireless/wired network

A Letds beginé
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Scenario 117 WEP/WPA Attack

After gathering
enough authentication
information, our rogue
laptop can now
communicate
legitimately with the
access point
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Attack

laptop Using wireless attack

tools, we intercept
legitimate
communication and
use it to crack the
encryption protocol
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