Penetration Testing

Security assessments pinpoint vulnerabilities and demonstrate
threats so organizations can understand and manage their risks.
Many regulations recommend or require some form of vulnerability
and penetration testing. For example:

"Regularly test the key controls, systems and procedures of
the information security program. The frequency and nature of
such tests should be determined by your risk assessment.
Tests should be conducted or reviewed by independent third
parties or staff independent of those that develop or maintain
the security programs.” - GLBA

"Evaluation - Perform a periodic technical and non-technical
evaluation... that establishes the extent to which an entity's
security policies and procedures meet the requirements of this
sub-part." — HIPAA

Why Clients Buy This Service:

w  Know your Risks: You'll be able to prioritize your security
initiatives according to your risks and thereby more efficiently
reduce the likelihood of a security breach.

v Demonstrate your Controls: You'll know the effectiveness of
your controls or the need to invest more resources to protect
sensitive information.

w  Comply with Regulations: Our assessments are designed to
meet the regulatory requirements to test/evaluate key controls.

Detail s of Trust CCbs Penetra

TrustCC approaches vulnerability and penetration testing from two
distinctly separate perspectives. First, external procedures identify
weaknesses on publicly available hosts such as web servers, malil
servers, routers or switches an attacker could use to gain control
of and even manipulate to access to the internal network.
Secondly, similar yet different procedures are performed from the
internal network. The internal testing procedures are designed to
help protect against an internal attacker such as a disgruntled or
curious employee who would already have physical access to the
network and a valid username and password. Internal testing also
validates the controls that an outsider would face if they were able
to breach perimeter security controls.

TrustCC realizes thatther e i s no “one si ze
penetration testing and that consultants performing these services
must be highly experienced and knowledgeable in multiple facets
of technology. That is why TrustCC personnel are well trained,
experienced, and certified in the technologies used by most

Who is TrustCC?

Trust CC’s team
professionals is unsurpassed

in hands-on experience and
regulatory knowledge. We
focus our attention on detail,
insightful reporting, and our
cust omer s’ needs

TrustCC is known for its
systems, security, and
regulatory expertise, customer
service and independence.

We are confident that our
services will exceed your
expectations.

TrustCC professionals are
certified with the CISSP, CISM,
CISA, MCSE, MCDBA, CCNA,
CCNP, GCSC, GPCI, GSNA,
GCIH, and Security+
designations.

TrustCC is the only IT security
assessment and audit firm with
a written 100% satisfaction
guarantee on all services.

organiations. TRGJ._ STCC
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We recently spent more than $70,000 at SANS Institute in order to improve the skills of our staff and
update our assessment and audit personnel in the latest security penetration testing, application security
analysis, and firewall configuration analysis technique. Our real world experience enables us to perform
a comprehensive test, identify and verify weaknesses, and provide technically accurate, practical, and
cost effective solutions to your information security needs.

External Vulnerability Testing and Penetration Testing of Networks

The first phase of an assessment is aimed at assessing the security of your network perimeter. Our
procedures will identify target devices on the Internet, identify vulnerabilities with the various public
devices, and attempt to penetrate the network from the Internet, using both manual and automated
hacking techniques. More specifically, our methodology might consist of the following categories of
activities:

. Reconnaissance: Search numerous public sources for information that could help an attacker.

w Service Availability: Identify services and service versions, allowing us to target security testing
to particular versions of software.

w  Vulnerability Assessment: Attempt to evade and penetrate your perimeter network using tools
and utilities that are regularly updated.

v  Manual Testing: Targeted, manual procedures are employed in an attempt to exploit any
vulnerabilities identified.

v Phone Scanning: Scan customer phone numbers for unauthorized modems. A single modem
can defeat almost every perimeter security control in the book.

v Web Site: Analyze website controls to determine if the website is vulnerable to attack.

Internal Vulnerability and Penetration Testing of Networks, Servers and Workstations

This portion of the assessment takes place while we are onsite at your organization. Our internal
penetration testing procedures will start as a
network. This will simulate the ability of a typical hacker or the malicious intentions of a disgruntled

empl oyee that may already have some degree of accles

move towards a collaborative approach in which we work with your IT team to ensure that all significant
IT components have been thoroughly analyzed. Using a combination of manual and automated
techniques, we will perform controlled penetration tests of the internal network during which we will
attempt to gain access to network devices, applications, databases, and other critical servers from the
internal network. More specifically, our methodology is as follows:

b Reconnaissance: ldentify any information on the network that is available to unauthenticated or
anonymous users.

v Low Hanging Fruit: Attempt to gain access by simply guessing usernames and passwords.

v Service Availability: Scan internal networks for listening services. The output from these utilities
is evaluated for potentially vulnerable services.

w  Vulnerability Assessment: Use automated security vulnerability assessment tools to identify
potential vulnerabilities within the internal systems and network devices.

v Manual Testing: Analyze the output from the vulnerability assessment tools and demonstrate
exploits on vulnerable systems. Manual testing ensures that the risks identified are valid and the
number of false positives is minimized.

v Configuration Analysis: Analyze the configurations of your critical infrastructure and security
environment for weaknesses. We perform this analysis because tools often do not identify these
types of vulnerabilities.
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Wireless Vulnerability Assessment

TrustCC's skilled professionals are deeply experienced in testing wireless security vulnerabilities both
from a penetration perspective and an architectural evaluation perspective. If your organization has
allowed a wireless network to be part of your framework, TrustCC will attempt to gain access using a
combination of customized manual and automated techniques.

Social Engineering and Phishing

Many TrustCC clients wish to supplement technical security testing with social engineering. Our social
engineering techniques include attempting to gain physical access to sensitive areas by masquerading
as an employee of your organization. We have also developed a very convincing phishing exercise to
evaluate employee awareness and response to this type of malicious attack. A customized phishing
website and email will be crafted for your organization in an attempt to gather valid user names and
passwords.

TrustCC is an innovative leader in using social engineering techniques to identify security vulnerabilities
and uses many custom techniques to steal passwords and other authentication information. We currently

have more than a 50% success rate among those clients who chose to have this type of testing
performed.

The TrustCC Guarantee: You wi | | be satisfied with our
Contact TrustCC for a fresh perspective on IT Security and Audit!

866.290.6774 - www.trustcc.com
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http://www.trustcc.com/

