Policy and Procedure Development

Policies, standards, and procedures can be a challenge to develop
and maintain for any organization. With so many evolving
regulations to meet and controls to develop, it is no wonder that
companies often seek the help of firms like TrustCC to stay on top
of their policies and procedures.

Many IT audit exceptions can be traced directly to a policy,
standard or procedure deficiency. No one is better equipped to
help build or strengthen your policies, standards and procedures
than TrustCC. We spend our days evaluating each of these and
can tailor for your organization the framework you need to build a
strong and effective information security posture.

Why Clients Buy This Service:

.  Compliance: You can feel assured that your policies and
procedures provide a solid groundwork for successful and

compliant IT controls. . o
v Time and Effort: Let TrustCC do the hard work for you and do R~
it better since we do it all the time. TrustCC’s team of
v Confidence: A third party review will provide assurance that professionals is unsurpassed
your organization’s security initiative is on track. in hands-on experience and
regulatory knowledge. We
Detailsof TrustCC’s Policy and F focus our attention on detail,

insightful reporting, and our

Service: customers’ needs.

Policies, standards and procedures comprise the foundation for TrustCC is known for its
information security. Missing policies can open the door to risk. Let systems, security, and
TrustCC work with you to ensure your IT security framework is regulatory expertise, customer
where it needs to be to protect your information assets. TrustCC service and independence.

has years of experience creating policies, standards, and
procedures for organizations. We provide industry best practice
policies and procedures and then work with you to customize the
documentation to your organization’s unique needs.

We are confident that our
services will exceed your
expectations.

TrustCC professionals are

Policy & Procedure Review certified with the CISSP, CISM,
CISA, MCSE, MCDBA, CCNA,

Effective security begins with a solid foundation of security policies, CCNP, GCSC, GPCI, GSNA,

standards and procedures. TrustCC is deeply experienced in GCIH, and Security+

writing and reviewing information security policies, standards, and designations.

procedures for the banking, healthcare, retail, local government, TrustCC is the only IT security
manufacturing, technology and utility industries. Each industry has assessmenta e E
a unique risk profile and unique regulations and each company a written 100% satisfaction
deploys unique technologies. A policy, standards and procedures guarantee on all services.

review must take each of these factors into account.
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Policy & Procedure Development

Policy development involves creating policies that are effective and that comply with all applicable laws
and regulations. Some of the policies, standards and procedures an organization should have in place
include:
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Incident Response Program

Business Continuity Plan and Testing
Disaster Recovery Plan

Information Security Risk Assessment
Security Awareness Training Program
Information Security Policy

Network Security Policy

Internet Use Policy

Vendor Management Program
Systems Configuration Checklist

A typical IT Policy and Procedure Development service will consist of the following:
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TrustCC will send a team member to your organization to work with personnel and inventory
current IT policies and standards.

TrustCC will then organize the existing content using a preliminary policy and standard framework
and will identify redundancy, contradiction, and policy/standard/procedure gaps.

TrustCC will provide a “summary” document that describes the proposed Policy, Standard and
Procedure Framework and the policy/standard/procedure topics that require writing, modification
or organization for approval by management.

Upon approval of the proposed framework and activities, TrustCC will rewrite, consolidate,
organize and develop IT policies, standards and procedures that are in accordance with the
approved framework.

The TrustCC Guarantee: You will be satisfied with our services or you won'’t pay!
Contact TrustCC for a fresh perspective on IT Security and Audit!

866.290.6774 - www.trustcc.com
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