SOX 404 Compliance

After the major corporate and accounting scandals of 2002,
required compliance with the Sarbanes-Oxley Act is of utmost
importance for many organizations. New standards were published
in 2007 to reduce the amount of testing required by organizations,
allowing for a risk-based approach. However, the regulation
maintains that company executives, specifically the CIO and CFO,
are responsible for the accuracy of financial information and must
attest to the effectiveness of their internal control structure.
Without adequate and effective controls in place to mitigate fraud,
these executives face the possibility heavy fines and extensive jail
time if financial statement fraud is detected.

The TrustCC SOX 404 Compliance service begins with a risk
assessment of the internal IT control structure to determine the
organization’s key IT controls that could affect the accuracy of
financial reporting. If the organization or external auditor has
already determined the key IT controls, TrustCC will work with the
organization and use existing test matrices to map TrustCC control
testing appropriately. TrustCC will ensure all key IT controls
related to SOX are tested on behalf of management. Control
deficiency or effectiveness gaps will be identified for management
to correct prior to an external auditor certification. Detailed
recommendations, tailored to the size and complexity of the
organization, will be given to aid management in the resolution of
all identified issues.

Why Clients Buy This Service:

v Management Assertion: You will know your IT internal
controls critical for SOX compliance have been tested for
effectiveness in both their design and operation and will be
advised of deficiencies and gaps in your control procedures
prior to external testing and certification.

v Big 4 Experience: You will receive the experience and insight
from former Financial Accounting’s Big 4 consultants at a more
reasonable fee and with a smaller firm’s care.

v Technical Experience: You will be confident that we are far
more competent in our technical experience than many other
firms.

Detail s of TrustCC’”s SOX 404

The Sarbanes-Oxley Act (SOX) of 2002 holds executives of
publicly held companies responsible for the accuracy of financial
information issued and the strength of their internal financial
controls. In every company the internal control structure is heavily
reliant on IT controls and validating reliance on IT controls is
where TrustCC becomes an important partner for your company.
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Who is TrustCC?

TrustCC’s team of
professionals is unsurpassed
in hands-on experience and
regulatory knowledge. We
focus our attention on detail,
insightful reporting, and our
customers’ needs.

TrustCC is known for its
systems, security, and
regulatory expertise, customer
service and independence.

We are confident that our
services will exceed your
expectations.

TrustCC professionals are
certified with the CISSP, CISM,
CISA, MCSE, MCDBA, CCNA,
CCNP, GCSC, GPCI, GSNA,
GCIH, and Security+
designations.

TrustCC is the only IT security
assessment and audit firm with
a written 100% satisfaction
guarantee on all services.

TRUISTCC

Where trust is key



TrustCC can document and test key IT controls related to financial reporting on behalf of management
for SOX 404 compliance as an addition to a General Controls IT Audit or as a separate engagement. As
you'd expect, TrustCC will analyze the internal IT control structure to identify and recommend to
management the key controls for SOX purposes. Ultimately management must approve the
identification, documentation, and testing of the key SOX IT controls. TrustCC SOX404 auditors can
work in partnership with public accounting firms to ensure SOX404 documentation will satisfy the
accounting firm's eventual review.

SOX 404 Compliance

To meet your organization’s Sarbanes-Oxley compliance needs, TrustCC will work with your external
auditor requirements to ensure that the scope, objectives, and documentation requirements of an audit
are met. The TrustCC strategy is to test key internal controls related to financial reporting which will
require testing of both general computer controls in the IT environment and testing of controls specific to
applications that affect financial reporting.

The TrustCC approach begins with a risk assessment that considers changes to the environment,
previous audit and examination results, and emerging trends in threats and vulnerabilities. The risk
assessment will help us to identify high risk areas, map key controls related to Sarbanes-Oxley, and
develop a tailored audit plan based on your unique IT environment. The components of the resulting
audit plan are then derived from programs issued by COSO and CobiT.

TrustCC uses the COSO framework because it is a common definition of internal controls, standards,
and criteria against which companies and organizations can assess their control systems. TrustCC
references the common components, specifically those related to internal controls: Control Environment,
Risk Assessment, Control Activities, Information & Communication, and Monitoring.

TrustCC uses the CobiT framework because it provides a set of generally accepted measures,
indicators, processes and best practices. The process framework assists organizations in maximizing the
benefits derived through the use of information technology and develops appropriate IT governance and
control in a company. In addition, the CobiT framework:

Provides a business focus to enable alignment between business and IT objectives, which are
effectiveness, efficiency, confidentiality, integrity, availability, compliance, reliability.

 Is generally acceptable by being consistent with accepted IT good practices and standards and
independent of specific technologies.

L Supplies a common language with a set of terms and definitions that are generally
understandable by all stakeholders.

. Helps meet regulatory requirements by being consistent with generally accepted corporate
governance standards (e.g., COSO) and IT controls expected by regulators and external auditors.

The TrustCC Guarantee: You will be satisfied with our services or you won'’t pay!
Contact TrustCC for a fresh perspective on IT Security and Audit!

866.290.6774 - www.trustcc.com
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http://www.trustcc.com/

