Thank you for visiting the TrustCC website. TrustCC strives to provide useful samples and
insightful resources on our site to help organizations comply with IT security and audit
regulations.

If you find our resources or forum helpful we ask that you give us a chance to earn your IT
security assessment or IT audit business. Our site contains countless reasons why TrustCC is
an excellent partner for these services. We invite you to thoroughly explore the site and learn
as much as possible about IT security/audit and TrustCC.

Please note the following when using TrustCC Resour  ces:

The following small financial institution self-test ing guidelines are intended to provide
you with some ideas to include in your policies and practices.  TrustCC offers this
sample to you without fee. Itis a sample and shou Id not be used with out editing and
customizing to reflect your intentions.

TrustCC offers numerous additional samples and temp lates not found on our public
website for existing customers.

TrustCC RETAINS ALL DISTRUBUTION RIGHTS for all mat erials on our site. You may

not distribute this to other organizations. You ar e hereby granted a limited right to use
this sample within your organization for internal p urposes.

If you have any questions about this sample or about IT regulations please contact TrustCC.

Sincerely,

CEO
www.trustcc.com

3800A Bridgeport Way #542 ¢ University Place, WA 98466 ¢ Phone. 866.290.6774  www.trustcc.com



Testing Information Security Controls

All security practitioners recognize the need to regularly test the key controls, systems and
procedures of an organization’s information security program. Most controls should be tested
at least annually. Controls protecting critical systems or systems with connectivity to the
Internet should be tested more frequently, perhaps quarterly.

Testing certain key controls, such as technical configuration settings on workstations and
servers, can negatively impact the performance of these systems and may even cause
temporary or permanent failure of the systems. It is therefore recommended that organizations
turn to professionals trained to conduct technical control testing. Third party professionals
provide additional benefits by being independent and typically more competent to test systems
than internal resources.

Should an organization determine that circumstances prevent the retention of professional
assistance, an organization may perform some limited self assessment procedures by

performing the tests listed below.

Category of | Objective Procedures
Tests
Firewall Verify that Verify that a firewall is installed on all “full time” connections to
that a public networks (Internet).
firewall is : p " :
installed and _Log in to the_ management cons_ole _by foII(_)wmg the
properly instructions in the firewall admlnlstral_non guide. Follow the
implemented mstrgcﬂon_s to dlspl_ay and print the flrewal rules a_md/or
to prevent al configuration. Review the _rules a_nd retain f_or review by any
network regulat_ors or competent thl_rd parties. A typlca_l firewall at a
traffic except small flnanC|§1I institution Wlth c_)utsourced ema'll and website
for network will allow no inbound traffic. Firewall rules typlca_lly allow
traffic that is outbound HTTP (80) and HTTPS (443) traffic. Firewalls may
specifically allow outbound SMTP (25), POP3 (110), and FTP (20 and 21)
: to specific IP addresses.
required for
business From a computer with access to the Internet, yet behind the
purposes. firewall, browse to a free security web service such as the
Sygate Online Service (HTTP://scan.sygate.com/). Execute
the TCP Scan and UDP Scan. Review the results and retain
for review by any regulators or competent third parties.
System Verify that Download the latest version of the Microsoft MBSA tool from
Configuration | that HTTP://www.microsoft.com/technet/security/tools/mbsahome.
and Critical Microsoft mspX.
Patches \?v?)rr\ll<esr'[2t?c?r?s _Install the tool on each system to be tested following the
are instructions provided by Microsoft.
configured Run the tool. Review the results and retain for review by any
securely by regulators or competent third parties.
Verify

thating




patches are

applied,
risky
services are
properly
configured
and default
passwords
are
changed.
Virus Verify that 1. Log on the website for your antivirus vendor and determine
Protection that anti how to Verify that that anti-virus is effectively configured.
\snc:;aare is 2. Fol!oy\{ vendor direction_s and_Verify that the currency of virus
installed on definitions and the configuration of scanning on every
computer.
every
system. 3. Note any exceptions to vendor recommendations and
Verify that represent each exception to any regulators or competent third
virus parties.
definitions
are current.
Verify that
anti virus
software is
configured to
scan hard-
drives
weekly and
scan all files
and emails
when
opened.
Critical Further 1. Run the Windows Update function on every system on a
Patches Verify that weekly basis.
that critical o | : : :
Microsoft . Install all updgtes after Verify thating that the updatgs WI|| not
have a negative impact on the performance of applications in
patches are use
applied. '
3. Note any critical updates that are not installed and present
each to any regulators or competent third parties.
Physical Verify that 1. Verify that building perimeter doors provide adequate security.
Security tsfzaactupr)ifg&cal 2. Verify that alarms are functioning as intended.
effectively 3. Verify that any network jacks in public areas are disabled.
prevents 4. Verify that critical servers and network systems are secured
ggggézagzed from all unnecessary access including employees without a

specific business need to access these systems.




systems.

10.

11.

12.

Verify that all visitors accessing critical servers and network
systems are escorted at all times.

Verify that all CD, tape, DVD and other media is protected from
unnecessary access. Verify that a process is in place to
destroy media when no longer needed.

Verify that a Halon, FM-200, or similar fire extinguisher is with
in 10 feet of all critical systems.

Ensure all critical systems are powered via UPS devices and
are configured to process a “graceful” shut down within the
time provided by the UPS.

Verify that heating and cooling mechanism keep the area
where critical systems are used between 60 and 70 degrees
Fahrenheit.

Verify that all Fedline terminals are secured from all persons
with out a specific need to access the systems.

Ensure personnel clean desk tops and lock up any papers with
customer information when away from their desk for any
extended period.

Document compliance and non-compliance with these Physical
Security points and report to any regulators or competent third
parties

Policies and
Standards

Verify that
the presence
of the
effective
security
policies.

Verify that policies/standards exist for the following areas:
a. Password length and complexity

Appropriate Use of Systems

Incident Response

Security Administration

System hardening
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Vendor management

Refer to TrustCC'’s current policy framework (see
http://www.trustcc.com/resources/security-articles/ ) and verify
that additional policies and standards are appropriate for your
environment.

Ensure policies and standards reflect the actual practices in
use by the organization.

Verify that policies are effectively distributed and
communicated to appropriate staff.

Verify that all staff receives periodic formal security training.

Document compliance and non-compliance and represent
findings to any regulators or competent third parties.




Software
Licensing

Verify that all
software is
licensed and
appropriate
records are
maintained.

Review the hardware and software inventory and ensure the
inventory is accurate.

Review documentation of software purchases and compare
totals with inventory totals.

Report any licensing discrepancies to any regulators or
competent third parties.




