TG-3 PIN Security Audit

Given the amount of debit and ATM transactions these days,
have you ever thought about the types of security controls
necessary to protect PIN numbers? What types of encryption
are used? Where are the PIN's and the encryption keys used
to protect PIN's actually stored? Who has access to them?

The American National Standards Institute (ANSI) has
developed a set of best practice security standards known as
Technical Guide 3 (TG-3) to govern Personal Identification
Number (PIN) Security. Interbank networks that route
Automated Teller Machine (ATM) and Point of Sale (POS)
transactions such as STAR, Pulse, and NYCE require their
members to achieve compliance with TG-3 standards.
Organizations held to these control standards are subject to
periodic audits by CTGA (Certified TG-3 Auditor) licensed
professionals. TrustCC personnel are professionally certified
and authorized to perform TG-3 PIN Security Audits.

Benefits of a TG-3 PIN Security Audit

w Transaction Security: Know that controls designed to
protect your POS and ATM devices and transactions are
strong.

.  Confidence: Rest assured that your organization meets
ANSI X9’s TG-3 Guidelines.

Protection: Reduce the risk of a data breach and
subsequent embarrassment by discovering existing
security vulnerabilities.

v Compliance: Depending on your ATM interbank network
provider, you may be required to have this audit performed
on a regular basis.
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Compliance Control Objectives

TrustCC is fully trained and certified to test the control
objectives outlined in the TG-3 "Retail Financial Services
Compliance Guideline: Online PIN Security and Key
Management" audit program. Control objectives include:

General Security Procedures

Tamper Resistant Security Module Management
General Key Management Procedures
Asymmetric Management and Compliance
Mutual Authentication Management

Credential Management
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This audit program addresses security controls from the PIN

entry device to the interface delivering the transaction and from

that interface to the authorizing entity.

Who is TrustCC?

TrustCC’s team of
professionals is unsurpassed
in hands-on experience and
regulatory knowledge. We
focus our attention on detail,
insightful reporting, and our
customers’ needs.

TrustCC is known for its
systems, security, and
regulatory expertise, customer
service and independence.

We are confident that our
services will exceed your
expectations.

TrustCC professionals are
certified with the CISSP, CISM,
CISA, MCSE, MCDBA, CCNA,
CCNP, GCSC, GPCI, GSNA,
GCIH, and Security+
designations.

TrustCC is the only IT security
assessment and audit firm with
a written 100% satisfaction
guarantee on all services.
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Where trust is key



TG-3 Guidelines Foreword Excerpt

“Billions of PIN-activated transactions are switched through shared ATM and POS networks each year.
Each of these transactions is originated using a debit or credit card and Personal Identification Number.
With each interchange transaction, the security of the customer's PIN is under the control of as many as
eight or more processing entities. The financial institution, which issues the card, must rely on the
security procedures and controls of the acquiring entities with which the card issuer may not have any
business relationship.”

TG-3 PIN Security Audit Procedures

The industry standard TG-3 audit program is divided into two segments: control objectives using
symmetric encryption techniques and control objectives using asymmetric encryption techniques.
TrustCC will test the following general security controls with regards to symmetric techniques:

Practices affecting all portions of the security system
Tamper Resistant Security Modules (TRSMs)

The management and security of encryption keys
Alignment with best practices

To assess asymmetric techniques (when applicable), TrustCC will test the following general security
controls:

Practices affecting all portions of the asymmetric security system
The management and security of asymmetric encryption keys
Requirements for ensuring all entities are fully authenticated
Certificate of authorities and credential management

Alignment with best practices

The TrustCC Guarantee: You will be satisfied with our services or you won'’t pay!
Contact TrustCC for a fresh perspective on IT Security and Audit!

866.290.6774 - www.trustcc.com



